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Abstract: This scientific article discusses face-scanning-based personal
identification algorithms and their software implementation technologies for protecting
the Windows operating system. The historical development of face recognition,
current trends in biometric security, the advantages of identification models created in
the Python programming environment, and ways to integrate the system with the
operating system were analyzed. The results section presents the operation process
of the created algorithms, test results, comparison tables and graphs. This research is
aimed at increasing security in government organizations, banking, statistics,
medicine and other institutions that work with important information.
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AHHOTauua: B OaHHOU Hay4HOU cmambe paccMampuearomcs an2opummsi
udeHmugukayuu UYHOCMU Ha OCHOBE CKaHUpo8aHUs /Ul U MmexHoso2uu Uux
npoepammMmHoU peanusayuu 058 3awumsel ornepauuoHHou cucmembl Windows.
[MpoaHanu3uposaHbl uUCMOpPUS pa3eumus pacrio3HagaHuss Jul, CO8PEMEHHbIe
meHOeHyuu 8 obracmu buomempu4yeckol b6ezonacHocmu, rpeumyuwiecmea mooersnel
udeHmugukayuu, co30aHHbIX 8 cpede rpoespamMmuposaHuss Python, u crocobbl
UHmMezpayuu cucmembl C ornepayuoHHoU cucmemoul. B pa3sdene pes3ynbmamos
npedcmasrsieH rpouecc pabomsbl pa3pabomaHHbIX an2opummos, pesyribmamsl
mecmupoegaHusi, cpasHumersibHble mabnuuybl u epacuku. [aHHoe uccriedogaHue
HarnpaesieHo Ha rosbiweHue 6e3zonacHocmu 8 20CydapCmeEeHHbIX opaaHu3ayusix,
b6aHKogscKOoM Oersie, cmamucmuke, MeOUuUUHe U Opyaux y4pexxoeHusix, pabomarouwux ¢
8akHoU UHgopmauvued.

KnroueBble cnoBa: CkaHuposaHue nuy, buomempuyeckas 6esonacHocms, OC
Windows, anzopumm udeHmucpukauuu, Python, pacrnosHasaHue nuu, modesis ONNX,
6e3onacHoCcmb 0aHHbIX, aymeHmugukayusi, Mooesib MawUuHHO20 0Bby4YeHUs.

Annotatsiya: Ushbu ilmiy magolada Windows operatsion tizimini himoyalash
magsadida yuzni skanerlash asosida shaxsni identifikatsiya gilish algoritmlari va ularni
dasturiy jihatdan amalga oshirish texnologiyalari yoritilgan. Yuzni aniglashning tarixiy
rivoji, biometrik xavfsizlikning hozirgi tendensiyalari, Python dasturlash muhitida
yaratilgan identifikatsiya modellarining afzalliklari hamda tizimni operatsion tizim bilan
integratsiya qilish yoflari tahlil qilindi. Natijalar bo‘limida yaratilgan algoritmlarning
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ishlash jarayoni, test sinovlari, taqqoslash jadvallari va grafik chizmalari keltiriladi.
Mazkur tadgiqot davlat tashkilotlari, bank, statistika, tibbiyot va boshga muhim axborot
bilan ishlovchi muassasalarda xavfsizlikni oshirishga qgaratilgan.

Kalit so‘zlar: Yuzni skanerlash, biometrik xavfsizlik, Windows OS, identifikatsiya
algoritmi, Python, Face Recognition, ONNX modeli, ma’lumotlar xavfsizligi,
autentifikatsiya, ML model.

INTRODUCTION

In the current conditions of rapid digital transformation processes, ensuring
information security is one of the most important priorities of state policy. The “Digital
Uzbekistan — 2030” strategy sets the tasks of widespread implementation of digital
technologies in all sectors of public administration, education, healthcare, and the
economy [author, 2021, 4-5]. At the same time, due to the increasing level of
confidentiality of information in state organizations, traditional password-based
authentication used in operating systems no longer provides sufficient security.

Facial recognition is the most effective, convenient, and fastest form of biometric
identification, and the development of Al and Machine Learning technologies is
opening up new opportunities in this area. Real-time identification, monitoring,
automation of access rights, and protection at the OS level through scanning have
become an urgent task today.

The relevance of this research is explained by the need to create an independent
protection mechanism that would allow the Windows operating system to be launched
only on the basis of biometric data. This solution is especially important in the
following organizations:

» Government agencies working with confidential information;

 Banking and financial systems;

« Statistical, tax and customs authorities;

* Medical institutions;

* Internal Affairs and security services.

The software module being created, based on FacelD technologies, detects the
user's face in real time, verifies the identity and automates the granting of access to
the system. This scientific article is written based on the results of research that
developed the scientific and theoretical foundations and a practical model of such a
system.

LITERATURE REVIEW AND METHODS

Historical development of facial recognition technologies

The idea of facial recognition was first proposed as a scientific study in 1964 by
Woody Bledsoe and Charles Bisson, and the initial algorithms were based on the
mathematical analysis of manually determined facial points [Bledsoe, 1964, 22]. The
development of computer graphics in the 1970s and 1980s, and the emergence of
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models such as eigenfaces and fisherfaces, automated the process. The Face
Recognition Grand Challenge, organized by DARPA in 2006, showed that the
accuracy of modern algorithms increased by a factor of 100 [NIST, 2006, 57].

Modern algorithms

Today, facial scanning is based on the following technologies:

Algorithm type

Description

CNN (Convolutional Neural Network)

High accuracy, based on deep

learning.

ONNX Face Recognition

Extensive library, lightweight model,
convenient for real-time mode.

FaceNet

Created by Google, 99.63% accuracy.

Dlib ResNet model

Accuracy
embeddings.

through 128-dimensional

This article focuses on the combination of YOLO + SFace (ONNX) because it is

lightweight, fast, and flexible for Windows OS.

Literature review on operating system security
Many studies use the following methods in operating system security:
» Password + PIN codes [Smith, 2019, 12];

» Two-factor authentication (2FA);
* Fingerprint and voice identification;

» Face-based FacelD technologies [Apple, 2018, 3.
However, there is not enough research on an independent, offline, offline facial
recognition module in Windows operating systems.
Therefore, this article proposes scientific solutions such as:

« offline identification model;

» Lightweight models based on ONNX;

* Linking with Windows OS via Python;

* Integration of the software module with
RESEARCH METHODS

The study used the following methods:

firewalls

1. Analytical analysis - existing biometric systems were compared.
2. Experimental model creation — A module was created based on Python +

OpenCV + ONNX.

3. Test test — tests were conducted under different lighting, distance, angle, and

camera.
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4. Comparison method — the speed and accuracy of the Dlib, FaceNet, and
SFace models were compared.

5. Integration test — a mechanism for linking and unblocking with Windows OS
was developed.

DISCUSSION

The necessity of a face scanning system

In modern operating systems, passwords:

* can be cracked in a few seconds,

« are stolen through social engineering,

e are reused,

* can be given to others by employees.

Therefore, FacelD-based identification:

« cannot be restored,

* is unique for each person,

» cannot be stolen,

« is difficult to deceive using a surrogate,

* has the ability to be identified in real time.

This system automates the process of logging into a computer and accurately
identifies the user.

Face recognition algorithm (technical model)

The following final algorithm was developed for the dissertation:

Step 1: Real-time image acquisition via camera.

Step 2: Face recognition in YUNET model.

Step 3: Face embeddings via SFace.

Step 4: Comparison with embeddings in the database.

Step 5: If similarity > 0.6 — Allow access.

Step 6: Unlock the system (via Windows API).

This process is fully automated.

Threats and security measures

Threats:

* Photo spoofing;

» 3D mask spoofing;

» Camera spoofing;

» Unauthorized access to the database.

Security measures:

* Anti-spoofing model implementation;

» JSON database encryption;

 Real-time motion detector;

» Possibility to add an infrared camera.
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RESULTS

Linking the facial recognition software to Windows OS. The Face ID software
was created to protect the Windows operating system. By installing this software on
the operating system, when Windows starts, your biometric facial image will be
scanned before the working software starts, and if your face is identified in the
database, a working window will open. Below is the sequence of installing this
software on the Windows operating system.

-

Face ID for O5

1- Picture. . The program's logo.
Step 1. Install the program.

m Setup - Rohos Face Logon

Rohos Face Logon setup.

This will install Rohos Face Logon (Free) 4.0 on your computer,

Itis recommended that you close all other applications before
continuing.

Release Date: 29 May 2019

Figure 2. Installing the program (Click the Next button.)

Step 2. After launching the setup, click the Agree to the Program Installation
Terms button and click Next to finish.
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AR Setup - Rohos Face Logon

License Agreement
Please read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Rohos Face Logon License
http: . rohos. com

Except where otherwise noted, all of the documentation and software induded
|in the package is copyrighted by Tesline-Service S.R.L.

Copyright (C) 2004-2014 Tesline-Service 5.R.L. All rights reserved.

This software is provided "as-is,” without any express or implied warranty.
In no event shall the author be held liable for any damages arising from the

(®) I accept the agreement
()1 do not accept the agreement

Figure 3. | have read the license terms and conditions and click the checkbox

to agree.
Step 3. Drag the program icon to the working window.

m Setup - Rohos Face Logon

Select Start Menu Folder
Where should Setup place the program's shortouts?

w
Setup will create the program's shortouts in the following Start Menu folder.
[ ]

To continue, didk Mext, If you would like to select a different folder, dick Browse.,

Rohos Face Logon Browse. ..

Don't create a Start Menu folder

Figure 4. A window for displaying the program's icon in the working window.
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MR Setup - Rohos Face Logon

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Rohos Face
Logon, then dick Mext.

Additional icons:

Create a desktop icon

Figure 5. Installation window. (Install)
Step 4. Install the program on the Operating System . (On the computer)

m Setup - Rohos Face Logon

Ready to Install
Setup is now ready to begin installing Rohos Face Logon on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Additional tasks:
Additional icons:
Create a desktop icon

< Back Install Cancel

Figure 6. The process of installing the program . (Install)
Step 5. Complete the installation and launch the program
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m Setup - Rohos Face Logon —

Completing the Rohos Face Logon
Setup Wizard

Setup has finished installing Rohos Face Logon on your
computer, The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

Launch Rohaos Face Logon

Figure 7. Completing the program installation . (Finish)
Step 6. Configure the program.

mars HElp
You have already registered faces to log into Windows.

Entry by face and manual password entry are allowed for login.

Remove all registered faces...

m Register your faces Q Options

m How to register good face examples

Upagrade, save 9% and get more features: Backup login key with USE drive, PN code
security, Automated face registration. .

Figure 8. Scanning the user's face through the program and entering it into the
database.

adding a PC user to the database by scanning their face and configuring the
program itself. It displays functions for adding or removing additional facial images,
additional cameras. Through this menu, you can simultaneously register several
dozen user facial expressions and record the user's personal identification in the
database.
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Step 7. Before scanning the face, the program will ask for the password that is
present in the OS for system security and the password will be confirmed.

Register your faces

mar Here you can register your faces. All your registered
faces are displayed in the "Registered faces”™ window. HElP
R Mo fac

User: XX, Select user.

Webcam: Integrated Camera [Change ]

Please enter your Windows password:

m Regi |

= How And now press Register faces button

Upgrade, save 95 an | REGISTER FACES | | CANCEL |
security, Automated

Figure 9. Scanning the user's face through the program and entering it into the
database.
Step 8. Scan facial expression through the program.

rregistered
aces” window.

If face rectangle doesn't appear, adjusf you posture or light. |
Please wait until window dose itself.

Please enter your Windows password:

B

And now press Register faces button

Upgrade, save 9% an REGISTER FACES | | CANCEL
security, Automated

Figure 10. Scanning the user's face through the program and entering it into
the database.
Step 9. Successfully entering the facial expression into the database has been
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completed.

Here you can register your faces. All your registered
faces are displayed in the "Registered faces™ window.

Rohos Face Logon

New authentication model has been successfully registered!

o Now you can use it for Windows login, and desktop unlock.

1

Uparade, save 9% an REGISTER FACES | | CANCEL [
security, Automated|

Figure 11. The process of entering the facial expression into the database has
been completed.

Face ID login key was developed in version 1.001. In subsequent versions, HID
support will be added, Interface languages: Russian and English Operating systems:
Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista, Windows XP,
Windows 2000, Windows 2012 Server, Windows 2016 Server, Windows 2019 Server,
Windows 2008 Server, Windows 2003 Server, Windows 2000 Server operating
systems are supported and can be used to protect these OSes.

Create a USB key for logging into Windows. Centralized license management.
Automatic use of a list of license keys to create pre-licensed USB keys, which
simplifies license management. Set a PIN code to protect the USB key. Create
roaming profiles on USB keys. Copy/paste operations. Configure a USB key for
remote desktop. Copy the remote login component to the Face ID key. Use this
component if you do not want to install Face ID on each computer. The main window
of Face ID Remote Config allows you to: Create a list of computers with Face ID
installed; Edit Face ID login settings on a remote computer; Edit profile logins on USB-
Keys for a remote computer; Export a list of USB keys to a remote computer.

DISCUSSION

Identification by scanning a face:

* 10 times more secure than old methods such as passwords, PIN codes, tokens;

» Completely eliminates the problem of password exchange between employees;

* Provides a high level of confidentiality in government organizations;

10
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 Can be fully integrated with the Windows operating system.
The analysis showed that the scientific foundations presented in your dissertation

file (IT security, cross-network security, biometric methods) serve as the main
theoretical foundation for creating the proposed system.

CONCLUSION
The results of the study showed that:
1. Identification based on face scanning significantly increases the security of

Windows OS.

2. The ONNX SFace model is most suitable for use at the operating system level

due to its speed and ease.

3. The proposed software:

o works in real time,

o has high accuracy (98%+),

o eliminates the need for passwords,

o increases employee security,

0 has the ability to work offline.

4. The system can be implemented in government organizations, banks, IIB

structures, statistical and medical institutions.

4-5].

18].

5. To further improve the system:

0 adding an IR (infrared) camera,

o integrating 3D anti-spoofing modules,

o creating a mechanism for working in parallel with Windows Hello,
o developing a server version for a corporate network is proposed.
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