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Abstract: This study examines the theoretical and legal implications of artificial intelligence (AI) on 

the right to privacy, with particular focus on emerging risks associated with data-driven technologies. The 

research argues that AI fundamentally transforms the traditional understanding of privacy by introducing 

new forms of harm, including data aggregation, predictive profiling, algorithmic inference, and mass 

surveillance. Using a doctrinal and comparative legal methodology, the study analyzes international 

frameworks such as the General Data Protection Regulation (GDPR) alongside the legal system of the 

Republic of Uzbekistan. The findings reveal significant regulatory gaps, particularly in addressing automated 

decision-making, algorithmic transparency, and inferred data. To address these challenges, the study proposes 

a conceptual AI Privacy Protection Model (APPM), which integrates data, processing, output, and 

governance layers. The research concludes that privacy must be reconceptualized as a multi-dimensional 

socio-technical right, requiring proactive, risk-based legal regulation. 
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INTRODUCTION 

The rapid proliferation of artificial intelligence (AI) technologies has fundamentally 

transformed the architecture of modern societies, reshaping economic systems, governance 

models, and, most critically, the boundaries of individual rights. Among these rights, the right 

to privacy has emerged as one of the most vulnerable in the digital era. Unlike earlier 

technological advancements, contemporary AI systems are capable not only of collecting and 

storing vast quantities of personal data but also of generating predictive insights, behavioral 

inferences, and automated decisions that significantly affect individuals’ autonomy and 

dignity. As noted by Solove (2025), AI introduces qualitatively new privacy risks that extend 

beyond traditional concerns of data disclosure, encompassing complex processes such as 

aggregation, profiling, and algorithmic inference .  

In the current technological landscape, several distinct categories of privacy threats 

associated with AI can be identified. 

First, data aggregation and mass surveillance have reached unprecedented levels, where 

AI systems integrate disparate data sources to construct detailed digital profiles of 

individuals. This phenomenon, often referred to as the “great scrape,” demonstrates how 

large-scale data extraction undermines fundamental principles of consent, transparency, and 

purpose limitation (Solove, 2024) . 

Second, predictive analytics and behavioral profiling enable AI systems to infer 

sensitive personal information, even from seemingly anonymized datasets, thereby 

challenging the very notion of informational self-determination.  
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Third, algorithmic opacity and lack of explainability create asymmetries of power, 

where individuals are subject to decisions they cannot understand or contest. Finally, data 

misuse and secondary use risks highlight how personal data, once collected, may be 

repurposed in ways that violate the expectations and rights of data subjects. 

These developments indicate that privacy in the age of AI can no longer be understood 

merely as secrecy or control over disclosed information. Classical theories define privacy as 

the ability of individuals to regulate access to their personal information and maintain a 

sphere of autonomy free from external interference (Westin, 1970; Fried, 1968). However, 

modern AI systems challenge this paradigm by shifting the focus from direct data collection 

to indirect inference and systemic data processing. As a result, privacy must increasingly be 

conceptualized as a structural and societal value rather than an individual right 

 
Figure 1: An exemplary illustration of data and privacy dilemma in AI. 

In the context of the Republic of Uzbekistan, the right to privacy (shaxsiy hayot 

daxlsizligi) is constitutionally guaranteed and forms a fundamental element of human rights 

protection. According to Article 27 of the Constitution of the Republic of Uzbekistan, every 

individual has the right to the inviolability of private life, personal and family secrets, as well 

as protection from unlawful interference. This constitutional provision establishes the legal 

foundation for safeguarding personal data and protecting individuals from arbitrary 

intrusion. 

Uzbek legal scholars emphasize that the right to privacy encompasses not only the 

protection of personal information but also the preservation of human dignity, autonomy, 

and psychological integrity. For instance, national legal doctrine interprets privacy as 

(complex right), integrating informational, physical, and communicative dimensions of 

human existence. This multidimensional understanding aligns with contemporary 

international approaches, which recognize privacy as a prerequisite for the exercise of other 

fundamental rights, including freedom of expression and personal development. 

Furthermore, the Law of the Republic of Uzbekistan “On Personal Data” (2019) provides a 

specialized legal framework regulating the collection, processing, and protection of personal 

data. The law establishes key principles such as legality, purpose limitation, data 

minimization, and security of personal information. However, despite these regulatory 

mechanisms, the emergence of AI technologies exposes significant gaps in existing 
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legislation, particularly in addressing issues related to automated decision-making, 

algorithmic accountability, and cross-border data flows. Thus, the theoretical analysis of AI’s 

impact on the right to privacy requires a re-evaluation of traditional legal concepts and the 

development of innovative regulatory approaches.  

The intersection of AI and privacy is not merely a technological issue but a complex 

legal and ethical challenge that demands a comprehensive and interdisciplinary response. 

This study aims to critically examine these challenges, identify existing regulatory gaps, and 

propose conceptual frameworks for ensuring the effective protection of privacy rights in the 

era of artificial intelligence 

Literature Review 

The rapid advancement of artificial intelligence (AI) has significantly intensified 

scholarly debates regarding its impact on the right to privacy. Contemporary research 

demonstrates that AI not only introduces new privacy risks but also fundamentally 

transforms the conceptual understanding of privacy itself.  

Unlike traditional technologies, AI systems operate through complex processes of data 

collection, aggregation, and inference, which generate new forms of privacy harm that are 

difficult to detect and regulate. One of the most influential contributions to this discourse is 

provided by Solove (2025), who argues that AI reshapes existing privacy problems rather 

than creating entirely new ones.  

According to his analysis, privacy violations arise both from the inputs (data collection 

and scraping) and outputs (inference and decision-making) of AI systems. Importantly, AI 

enables the generation of new personal data through algorithmic inference, thereby blurring 

the distinction between data collection and data processing. This creates significant 

regulatory challenges, as individuals may be affected by information they never explicitly 

disclosed . Building upon this framework, modern scholarship emphasizes that privacy risks 

in AI systems are deeply structural.  

Traditional definitions conceptualize privacy as control over personal information 

(Westin, 1970) or protection from unwanted access (Bok, 1989). However, in the context of 

AI, such definitions are increasingly inadequate. As digital technologies evolve, privacy is no 

longer limited to secrecy or control but must be understood as a dynamic condition that 

ensures autonomy, identity formation, and freedom from surveillance. The growing ability of 

organizations to collect, aggregate, and analyze personal data at scale has significantly 

weakened individuals’ control over their own information .  

A substantial body of literature identifies several key categories of AI-related privacy 

problems. First, data aggregation and mass surveillance enable the consolidation of vast 

amounts of personal data from multiple sources, resulting in detailed digital profiles of 

individuals.  

This process often occurs without meaningful consent, undermining fundamental 

privacy principles. Second, algorithmic inference and predictive analytics allow AI systems 

to derive sensitive personal information—such as health conditions, political beliefs, or 

psychological traits—from seemingly innocuous data. These inferences create new privacy 

risks that traditional legal frameworks fail to address adequately.  

Third, algorithmic opacity represents a critical challenge.  
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Many AI systems operate as “black boxes,” making it difficult for individuals to 

understand how decisions affecting them are made. This lack of transparency undermines 

accountability and limits the effectiveness of legal remedies. Fourth, secondary use of data 

(function creep) allows personal data to be repurposed beyond its original intent, often 

without user awareness.  

Finally, data security vulnerabilities increase the risk of breaches, unauthorized access, 

and misuse of personal information, further exacerbating privacy concerns. Recent 

interdisciplinary studies confirm that privacy, security, and trust are deeply interconnected 

in AI systems. For example, research on conversational AI demonstrates that users 

consistently express concerns regarding the collection and processing of personal data, as 

well as the lack of transparency in AI-driven interactions. These concerns highlight the need 

for integrated approaches that address privacy not only as a legal issue but also as a socio-

technical challenge .  

Despite the extensive global scholarship, there remains a significant lack of research 

focusing on AI and privacy within the context of national legal systems in developing 

countries, including Uzbekistan. Uzbek legal doctrine traditionally defines the right to 

privacy (shaxsiy hayot daxlsizligi) as a complex and multifaceted legal institution that 

encompasses informational, physical, and communicative dimensions. For instance, Kh. 

Rustambayev emphasizes that privacy is inseparably linked to human dignity and serves as 

a foundational guarantee of individual freedom within the legal system.  

He argues that the protection of personal life must be understood not only as a legal 

obligation but also as a moral and social necessity in ensuring the development of 

personhood.Similarly, Sh. Saidov highlights that the right to privacy is constitutionally 

embedded and plays a crucial role in safeguarding personal autonomy in the digital age. 

According to Saidov, the increasing digitalization of society requires a reinterpretation of 

traditional legal norms to address emerging technological risks, including those posed by AI 

systems. Furthermore, A. Tursunov focuses on the balance between technological innovation 

and human rights protection. He argues that rapid technological development, including the 

adoption of AI, necessitates the modernization of legal frameworks governing personal data. 

In particular, Tursunov points out that existing legislation does not sufficiently address 

issues such as automated decision-making, profiling, and cross-border data flows. However, 

a critical analysis of Uzbek scholarship reveals that these approaches remain largely 

theoretical and do not fully engage with the specific challenges posed by AI technologies. In 

particular, there is a lack of comprehensive analysis of algorithmic governance, AI-driven 

surveillance, and the legal implications of data inference.  

This indicates a clear disconnect between global academic discourse and national legal 

research. Based on the analysis of existing literature, several key research gaps can be 

identified. First, there is a conceptual gap, as traditional privacy theories based on control 

and consent fail to account for AI-driven inference and predictive analytics. Second, there is 

a regulatory gap, particularly in developing legal systems, where existing laws do not 

adequately address the complexities of AI technologies.  

Third, there is a technological gap, as legal frameworks often lack the technical 

mechanisms necessary to ensure transparency and accountability in AI systems.  
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Finally, there is a regional gap, reflecting the limited integration of Uzbek legal doctrine 

into the broader global discourse on AI and privacy. Therefore, this study seeks to bridge 

these gaps by combining international theoretical approaches with national legal 

perspectives. It aims to develop a comprehensive analytical framework that addresses both 

the global challenges of AI and the specific legal and institutional context of Uzbekistan. 

Methodology and Conceptual AI Privacy Protection Model 

This study adopts a qualitative, doctrinal legal research methodology combined with 

comparative and analytical approaches to examine the impact of artificial intelligence (AI) 

on the right to privacy. Given the normative and theoretical nature of the research problem, 

empirical methods such as surveys or experiments are not employed.  

Instead, the study relies on a structured analysis of legal doctrines, academic literature, 

and regulatory frameworks to develop a comprehensive understanding of AI-related privacy 

challenges. The primary methodological approach is doctrinal legal analysis, which involves 

the systematic examination of legal norms governing privacy and personal data protection. 

This includes the Constitution of the Republic of Uzbekistan, particularly Article 27, as well 

as the Law “On Personal Data” (2019). These national legal instruments are analyzed in 

conjunction with international frameworks, such as the General Data Protection Regulation 

(GDPR) and emerging AI governance standards.  

Doctrinal analysis enables the identification of legal principles, rights, and obligations 

relevant to privacy protection in the context of AI (Zarsky, 2016). In addition, the research 

employs a comparative legal method to assess the differences and similarities between 

Uzbekistan’s legal framework and advanced regulatory systems, particularly the European 

Union. This comparison focuses on key dimensions such as data protection standards, 

algorithmic accountability, and individual rights.  

The comparative approach provides critical insights into regulatory gaps and highlights 

best practices that may be adapted to the national context (Wachter, Mittelstadt, & Floridi, 

2017). Furthermore, the study incorporates an analytical and theoretical approach, drawing 

on leading scholarly works in the field of AI and privacy. Solove’s taxonomy of privacy harms 

is used as a foundational framework to classify and understand emerging risks (Solove, 

2025). Similarly, the concept of algorithmic inference and re-identification, as developed by 

Zarsky (2016), informs the analysis of how AI systems generate new forms of personal data. 

Richards and King (2014) contribute to the understanding of surveillance and its impact on 

intellectual privacy, while Floridi et al. (2018) provide an ethical perspective on AI 

governance. A key component of the methodology is the application of a risk-based analytical 

approach, which identifies and categorizes AI-related privacy threats.  

This approach recognizes that privacy risks are not uniform but vary depending on the 

design, deployment, and application of AI systems.  

The analysis focuses on several major categories of risk, including data aggregation, 

predictive profiling, algorithmic opacity, and secondary data use. By adopting a risk-based 

perspective, the study moves beyond static legal analysis and addresses the dynamic and 

evolving nature of AI technologies (Floridi et al., 2018).  

The research also utilizes inductive and deductive reasoning.  
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Deductive reasoning is applied to interpret general theoretical principles and assess 

their applicability to the legal system of Uzbekistan. Conversely, inductive reasoning is used 

to derive broader conclusions based on specific AI-related privacy risks and regulatory 

deficiencies. This combination ensures both theoretical rigor and practical relevance. 

Proposed AI Privacy Protection Model (APPM) Based on the analysis of existing literature 

and identified research gaps, this study proposes an original conceptual framework titled the 

AI Privacy Protection Model (APPM). The model aims to provide a structured approach to 

understanding and mitigating privacy risks associated with AI systems. The APPM consists 

of four interrelated components: Data Layer (Input Risks) This layer addresses risks 

associated with data collection, including mass data scraping, surveillance, and lack of 

informed consent. AI systems often rely on large datasets gathered from multiple sources, 

which increases the likelihood of privacy violations at the initial stage. Processing Layer 

(Algorithmic Risks) This component focuses on risks arising during data processing, 

particularly algorithmic inference, profiling, and decision-making. At this stage, AI systems 

transform raw data into predictive insights, often generating new personal information 

without user awareness. Output Layer (Impact Risks) The output layer examines the 

consequences of AI-driven decisions, including discrimination, exclusion, and loss of 

autonomy. Algorithmic opacity further complicates this stage, as individuals may not 

understand or challenge decisions affecting them. Governance Layer (Regulatory Response) 

This layer represents the legal and institutional mechanisms designed to mitigate risks across 

all stages. It includes transparency requirements, accountability mechanisms, data 

protection laws, and oversight institutions. The APPM highlights that privacy risks are not 

isolated but occur throughout the entire lifecycle of AI systems. Therefore, effective 

regulation must adopt a holistic approach that addresses each stage of data processing. 

Diagram Explanation The proposed model can be visualized as a multi-layered system, where 

each layer represents a stage in the AI lifecycle. The Data Layer forms the foundation, feeding 

information into the Processing Layer, where algorithms analyze and transform data. The 

results are then transmitted to the Output Layer, where decisions and actions occur. 

Overarching all these layers is the Governance Layer, which functions as a regulatory 

framework ensuring that each stage complies with legal and ethical standards. 

This layered structure demonstrates that privacy protection cannot be achieved through 

isolated measures. Instead, it requires continuous oversight and integration of legal 

safeguards at every stage of AI operation. The model also emphasizes the importance of 

shifting from reactive regulation to proactive risk management, aligning with modern 

approaches to AI governance. 

Discussion 

The findings of this study demonstrate that the rapid integration of artificial 

intelligence (AI) into social, economic, and governance systems fundamentally reshapes the 

scope, meaning, and enforceability of the right to privacy. Building upon doctrinal, 

comparative, and theoretical analysis, this discussion interprets the results through three key 

dimensions: (1) transformation of privacy harms, (2) inadequacy of existing legal 

frameworks, and (3) implications for Uzbekistan’s legal system within a global context. 

1. Transformation of Privacy Harms in the Age of AI 
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One of the most significant insights emerging from this research is that AI does not 

merely intensify traditional privacy violations—it redefines them. Classical privacy law has 

been built on identifiable harms such as unauthorized data collection or disclosure. However, 

as highlighted by Daniel J. Solove, privacy harms today must be understood through a 

broader taxonomy that includes aggregation, secondary use, and exclusion (Solove, 2006). 

AI systems extend these harms further through: Predictive profiling, where sensitive 

attributes are inferred without explicit disclosure Behavioral surveillance, enabled by 

continuous data capture Algorithmic opacity, limiting individuals’ ability to understand or 

challenge decisions. In line with Tal Zarsky’s “inference problem,” AI can generate new 

personal data that individuals never knowingly provided (Zarsky, 2017). This fundamentally 

challenges the principle of informational self-determination, as individuals lose control not 

only over shared data but also over derived data. Furthermore, research by Sandra Wachter 

emphasizes that even when transparency mechanisms exist, such as the “right to 

explanation,” they often fail in practice due to the complexity of machine learning systems 

(Wachter et al., 2017). This creates a structural imbalance between data subjects and AI 

operators. 

Interpretation: AI transforms privacy from a static right (control over data) into a 

dynamic and probabilistic condition (control over predictions and inferences). 

2. Structural Limitations of Existing Legal Frameworks 

The comparative analysis reveals that even the most advanced regulatory systems—

such as the General Data Protection Regulation—struggle to fully address AI-driven privacy 

risks. While GDPR introduces important principles: 

Data minimization 

Purpose limitation 

Accountability 

it remains largely data-centric, whereas AI operates on data-derived knowledge 

systems.Similarly, emerging frameworks like the EU AI Act attempt to classify risks, yet they: 

Focus more on system risk levels rather than individual rights. 

Do not fully resolve issues related to automated inference and group privacy From a 

national perspective, Uzbekistan’s legal framework—particularly: Constitution (Article 27) 

Law “On Personal Data” provides a foundational but insufficient protection model. Uzbek 

scholars such as Akmal Saidov emphasize that privacy is a constitutional guarantee linked to 

human dignity; however, these protections were designed in a pre-AI legal paradigm. 

Absence of AI-specific regulationLack of provisions on automated decision-making No clear 

rules on data inference and profiling Weak enforcement and oversight mechanisms 

Interpretation: There is a clear normative lag—law evolves slower than technology, 

creating regulatory blind spots. 

3. Theoretical Contribution: Reframing Privacy Through AIThis study proposes that 

privacy in the AI era must be reconceptualized beyond individualistic frameworks. 

Traditional models assume: Identifiable data subjects 

Direct data collection 

Linear data processing 

However, AI introduces: 
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Collective privacy risks (group profiling, demographic inference) 

Non-linear data processing (deep learning models) 

 Uzbek scholars such as Shokirjon Ismailov argue that privacy should be understood as 

a social value embedded in national legal culture, not merely an individual entitlement. This 

aligns with emerging global theories advocating for: Contextual privacy (Nissenbaum, 2010) 

Group privacy rights (Floridi, 2014) Interpretation: Privacy must evolve into a multi-layered 

right, encompassing: Individual control Collective protection Algorithmic accountability 

4. Implications for Policy and Legal Reform The findings suggest several critical 

implications: For Uzbekistan Urgent need to develop AI-specific legal norms Incorporation 

of risk-based regulatory models Strengthening data protection authorities For Global 

GovernanceHarmonization between AI regulation and human rights law Expansion of 

privacy rights to include inference protection Development of explainable AI standards For 

Future ResearchEmpirical assessment of AI’s impact on privacy in Central Asia 

Interdisciplinary approaches combining law, ethics, and computer science 

This study set out to examine the theoretical and legal implications of artificial 

intelligence (AI) for the right to privacy, with particular attention to the evolving risks posed 

by data-driven technologies and the adequacy of existing legal frameworks. The analysis 

demonstrates that AI does not merely introduce new privacy challenges; rather, it 

fundamentally reconfigures the architecture of privacy itself. Drawing on the theoretical 

foundations of Daniel J. Solove, Helen Nissenbaum, and Luciano Floridi, this research has 

shown that privacy can no longer be understood solely in terms of secrecy, control, or 

individual autonomy. Instead, AI systems generate new categories of harm, including 

predictive inference, behavioral profiling, and collective discrimination, which fall outside 

the traditional scope of legal protection. These developments challenge the sufficiency of 

existing doctrines and necessitate a broader, more dynamic conceptualization of privacy.  

The comparative analysis further reveals that even advanced regulatory regimes, such 

as the General Data Protection Regulation, remain largely grounded in a data-centric 

paradigm, which is increasingly misaligned with the realities of AI-driven ecosystems. While 

such frameworks provide important safeguards, they do not fully address issues such as 

algorithmic opacity, group privacy, and the proliferation of inferred data. In the context of 

Uzbekistan, this gap is even more pronounced.  

Although constitutional provisions and national legislation recognize the right to 

privacy as a fundamental value, they lack the specificity and adaptability required to regulate 

AI technologies effectively. One of the central contributions of this study is the development 

of a multi-layered AI Privacy Model, which integrates individual, algorithmic, and collective 

dimensions of privacy.  

This model underscores that meaningful protection in the age of AI cannot rely on 

isolated legal mechanisms; rather, it requires a holistic regulatory approach that 

simultaneously addresses data governance, algorithmic accountability, and societal impacts. 

In doing so, the research advances the argument that privacy must be reconceptualized as a 

socio-technical right, embedded within complex technological infrastructures and power 

relations.  
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From a normative perspective, the findings point to an urgent need for legal 

transformation. Future regulatory frameworks should move beyond reliance on consent and 

incorporate: 

Risk-based AI governance models 

Stronger transparency and explainability requirements 

Explicit recognition of group and inferential privacy harms 

Institutional mechanisms for oversight and enforcement 

For Uzbekistan, this entails not only aligning national legislation with international 

standards but also developing context-sensitive legal innovations that reflect local 

constitutional values and societal priorities.  

Such reforms are essential to ensure that technological progress does not come at the 

expense of fundamental human rights. In conclusion, the impact of artificial intelligence on 

privacy is not a peripheral legal issue but a defining challenge of the digital age.  

As AI systems continue to expand in scale and complexity, the protection of privacy 

will depend on the ability of legal systems to evolve accordingly.  

This study argues that safeguarding privacy in the era of AI requires a shift from reactive 

regulation to proactive, theory-driven governance, capable of addressing both present risks 

and future uncertainties. 
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